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What Are Software Faults in PLC Systems?

When a PLC (Programmable Logic Controller) is installed in an industrial
automation application, there are multiple domains where things can go wrong;:
hardware (power supply, wiring, I/ O modules), environment (temperature, noise),
and the software/logic side. “Software faults” refer to faults that originate in or are
influenced by the logic program, configuration/settings, memory, or communication
of the PLC system, rather than purely physical wiring failures. These faults may
manifest as incorrect behavior, unexpected outputs, communication breakdowns, or
system stoppages.

Key reasons why software faults matter: ‘ &
o Even if wiring and hardware are perfect, ?ﬁﬂ logic or configuration error
can cause major process failure. \
o Software faults often take longer to«diagnose because they require

understanding of program strucfEe, variable flow, timing & configuration.

e Modern PLCs offer rich di ic tools, so engineering competency is
needed to leverage the tively.

QWY
Types of Software Faults&tailed)

Here are the major categories of software faults, with deeper explanation and
examples:

1. Logic/Program Errors

o Definition: Mistakes or omissions in the code —rungs, blocks, functions — that
cause incorrect behaviour.

o Examples:

o A rung using the wrong input tag (e.g., X0.0 instead of X0.1), so the
condition never becomes true.

o Missing negative transition detection: if you expect a push-button
release to trigger a reset, but program only handles press.

o A sequence incorrectly ordered: e.g., output turns ON before safety
check is done.
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o Engineering note: These are common and demand rigorous code review,
simulation and use of debugging tools. ([turnOsearch5](])

o Impact: May cause the process to mis-operate, run in unintended mode, or
never start.

2. Configuration / Addressing / Data Type Errors

o Definition: Incorrect setup of PLC program variables, module addresses, I/ O
mapping, data types, tags.

o Examples:
o Input module is wired to address 10.2, but the program uses 10.3.

o Tag defined as INT but actual value exceeds that range causing
overflow.

o Communication parameters (baud rate, IP, subnet) incorrect, so data
never arrives.

o Engineering note: Check I/O configuration, mégiory map, module types.

([turnOsearch2]0]) c\b‘Q

o Impact: The program may appear to t uses wrong signals, leading to
hidden faults.
3. Memory / Data Corruption or Re L1m1t Exceeded
o Definition: The PLC’s (program or data) gets corrupted, or the

program uses more ré& es (variables, tasks) than allowed, or runtime
environment fails:

o Examples:
o The battery backup fails; retentive registers lose data on power loss.
o Too many tasks or high scan time causes miss of real-time conditions.
o Data register overflow or index out-of-bounds.

o Engineering note: Memory errors are tricky —use diagnostics and watch for
symptoms like unknown faults, erratic values. ([turnOsearch0]])

o Impact: Unexpected behaviour, random faults, system instability.
4. Communication & Network Software Faults

o Definition: Faults arising from logic or settings in network/communication
modules or their use in the program.

o Examples:
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o A remote I/O update expected every scan but fails, logic unintendedly
uses stale data.

o IP duplicate address causes network fault, so PLC waits indefinitely.
o Protocol mismatch (Modbus vs Profibus), or mis-configured packets.

o Engineering note: Always include diagnostics for communication modules;
review network health. ([turnOsearch4](7)

o Impact: Downstream logic may fail, outputs may freeze or actuate incorrectly.
5. Timing, Sequence, and Interrupt Handling Errors

o Definition: Faults due to incorrect handling of timing, scan cycles, interrupts
or sequencing in the logic.

o Examples:
o A high-speed counter not handled in the program and loses pulses.

o Program assumes immediate response'b&tual hardware has delay,

causing race condition. \Q.
missed updates.

o Unexpected scan time increase@%&

o Engineering note: Consider task s
behaviour. ([turnOsearch5][]) (b,

s, response time, deterministic

o Impact: May cause silent failise, poor process performance, or safety risk.
6. Fault Handling / Safety L' issing or Incorrect
e Definition: The lo at handles faults, alarms, safe states is missing or mis-
configured, causing system to hang or behave dangerously when a fault
occurs.

o Examples:

o PLC encounters a fault but remains enabled, so dangerous motion
continues.

o Safety stop logic not included in program, so alarms never trigger.

» Engineering note: Include error/exception paths, fallback routines,
documented safe states.

o Impact: May compromise safety, violate standards, cause process downtime.

How to Use Troubleshooting Resources in PLC Software
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Modern PLC programming environments (e.g., Siemens TIA Portal, Rockwell
RSLogix, etc.) provide many built-in tools to diagnose software faults. Here’s how
you leverage them:

A. Fault/Error Code Reading & LED Indicators

e Most PLCs display status via LEDs (RUN, ERR, I/O, NET) and also provide
software fault codes. Understanding what each means is crucial.
([turnOsearch3] (1)

o Step: When a fault occurs, note LED patterns, module fault status, and consult
the manufacturer manual for code interpretation.

B. Watch/Monitor Tags & Variables in Real-Time

e Go online in the software and watch internal tags, I/ O statuses,
timers/counters. See real behaviour vs expected.

o Use Watch Windows and Diagnostics Views. ([turnOsearch2](7)

o Example: Monitor the variable that you think be triggering output but
isn’t—see if it ever becomes TRUE. \Q.
C. Cross-Reference / Usage Search \\Cb,
o Use cross-reference tool to find w (blspecific tag or variable is used across
the program — helps trace logic and find unexpected uses.
« Engineering benefit: Helps e hidden dependencies or mis-used tags.
D. Program Compare / Versi ntrol

o Compare current ptogram in PLC with backup/approved version to detect
unintended changes. ([turnOsearch5](])

« Maintain version control of program files, include comments.
E. Diagnostic Logs / System History

o Many PLCs log events: fault history, I/O errors, communication timeouts.
Reviewing history can show patterns (e.g., fault only when X condition).
([turnOsearch1]0)

o Use logs to correlate fault time with process events.
F. Simulation / Offline Testing

o Before deployment, simulate logic offline (if allowed) to test sequence,
transitions, fault conditions. ([turnOsearch2])

o Good practice: Build test cases for edge / error conditions.

G. Documentation / Help Files
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o Use the built-in help and vendor manuals in the software to decode error
codes, understand module LED meaning, obtain corrective actions.

o Also document your logic thoroughly: comments, variable definitions, alarm
handling routines.

Example Workflow for Diagnosing a Software Fault

1. Fault symptom: Output “Motor_Start” never energises even though operator
pressed Start.

2. In software, check RUN/ERR status of PLC; note fault codes.

3. Go online, monitor tag Start_Command and Motor_Start output —see
whether Start_ Command becomes true, and Motor_Start coil is set.

4. Use cross-reference to see where Start_Command is used elsewhere. Maybe
it's reset by another rung inadvertently.

5. Check I/O configuration: Start_Button wired toN0:0 but program uses 10.1.
6. Correct configuration, download pro t again.

7. Monitor operation for several cycles f@ esults, and save a new program
version with change history. cﬁ

N
Summary in Hinglish . \Q
PLC me software faults \% hai logic program, configuration, memory,
communication, sequence lével par hone wali problems — wiring sahi hone ke baad
bhi agar system sahi nahi chal raha hai to software fault ho sakta hai. In faults ko
diagnose karne ke liye PLC programming software me bahut saare tools hote hain —
fault/LED status, tag monitoring, cross-reference search, compare program versions,
logs, simulation, help files. Engineering ke hisaab se systematic approach
(“symptom — fault code — tag watch — search logic — correct — test”) follow
karna bahut zaroori hai.
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Environmental
Conditions Check

Is the Ambient NO Consider using a
Temperature below "™l Fan or Cooler
55°C? <
Is the Ambient NO _| Consider using a
Temperature above = Heater
0°C ? '
Is the N
Ambient Humidi 0 .| Consider using an
between 10% an ~| Air Conditioner
85%?
: NO Install Surge Protectors or
l‘)i%; g:lllst: ()Llf:;'l *| _any other noise-reducing
: devices at the noise sources
Is the NO Consider Constructing a
Installation Environment »| Panel or Cabinet Enclosure
Conducive? for the PLC System

(oo )

(0 Jebsite:— Piplomawallah.in


https://diplomawallah.in/

To Join Diploma Wallah WhatsApp Group Contact:- 9508550281

DIPLOMA WALLAH 5t Semester

OPERATOR TO MAINTENANCE LEVEL
TROUBLESHOOTING

Visual Inspection
(Is the door closed?)

inspection of door
safety sensor

: Close Door,
ensor needed tightend or

adjusted Try Again.

Operator Level
Trouhleshooting

Is "Door Closed" sensor signal getting in to
PLC? (LED or Ladder Logic)

BIN9S.com/plc_training.htm
Check voltage at PLC
input screw

Check voltage Is "Door Closed" Signal getting
output atSensor from PLCto CNC?

: g -heck wiring between Check "Door Closed" Bitin@ o1l CNC
input at sensor? sensor and PLC Msg or output card wire
sentto CNC Vendor
ﬁ ﬁ EXAMPLE PLC:N7:23/5

Trace Power Replace to CNC:M-code
supply Sensor r..then confirm

Y DpELak on If communications is good
24Vde you may need to get CNC

ltZCOVac vendor support.
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“Types of Software Faults in PLC Systems & Troubleshooting Resources in PLC

Software
Axis
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OUT 1.0 IN1.0 BIT 3.0 = -
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Q00000

Diagnostics buffer

Events

[+ Display CPU Time Stamps in PGIPC local time

=
(=]

Date and time Event

11812019 8:12:09.168 A\ Follow-on operating mode change - CPU changes from STARTUP to RUI T €
11812019 §:12:09.127 Al Follow-on operating mode change - CPU changes from STOP to START! Ed €
1/118/2019 8:12-09.027 A\ Follow-on operating mode change - CPU changes from STOP (initializat B4 €
11812019 8:12-08.910 Al Wire break & [
11812019 8:12:06.413 Al Power on - CPU changes from NOPOWER to STOP (initialization) mode §d ﬂ
11712019 4:40:17.294 PM Power off - CPU changes from RUN to NOPOWER mode vl i ]
11712019 4:40:17.291 PM Supply voltage missing [ g
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>
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Details on event

1 505 16% 02:400C
PLC_1
Rack 0/Slot1
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Power-on mode set: WARM RESTART to RUN (if CPU was in RUN before power off}

>

Pending startup inhibit{s):
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£

Implicit operating state transition request from operating system.
Mote the additional information in the diagnostics buffer entry, particularly the reaction (mode
transition actuallyinitiated and newly set startup inhibit conditions).
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Note the new entries as the
CPU restarts, Select an entry

1. Why Software Faults Matter in PLC Systems

While hardware faults (wiring, power supply, 1,/© modules) are often easier to
observe and diagnose, software faults in a RIMC (Programmable Logic Controller)
can be more insidious. They arise fromdpgic errors, configuration issues, memory
corruption, communication mishapg™=all of which may cause the system to behave
incorrectly, intermittently or unisafely; even though the hardware appears normal.
Because software controls the seqience, timing, interlocks and safety logic, a
seemingly “minor” mistake @ah lead to major process failures or safety hazards.

2. Types of Software Faults in PLC Systems

Here is a detailed breakdown of software-fault categories, with examples and
engineering considerations:

(a) Logic / Programming Errors

o Definition: Errors in the user program (ladder logic, function blocks,
structured text) where the logic does not correctly reflect the process
specification.

o Examples: Wrong input tag used, missing condition, sequence executed out of
order, improper use of timers/counters.

o Engineering note: These cannot always be caught by the compiler or
hardware — they require simulation, test runs, or online monitoring to detect.
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o Typical consequences: Output never turns ON, system skips a safety check,
incorrect value is passed.

(b) Configuration / Addressing / Data Type Faults

o Definition: Mistakes occurring in the configuration of modules, I/O
addresses, tag definitions, data types, or module setup.

o Examples: I/O module wired to 10.0 but code uses 10.1; tag defined as INT

while it receives values outside range; communication module wrongly
addressed.

« Engineering note: These faults often look like hardware symptoms (no input
or output) but root cause lies in software/config setup.

o Impact: The program may behave “as if” the signal isnt present, though
wiring is correct.

(c) Memory / Resource / Execution Faults

o Definition: Faults arising when memory is corndpted (data registers, retentive
memory), execution resources exceeded (tdbgumarniy tasks, too high scan time),
or firmware errors occur.

« Examples: Retentive values lost after power-down; stack overflow; CPU fault
because program uses unsupportédihstructions.

« Engineering note: Monitoring €PU status, memory usage, diagnostics is key.
Some are intermittent and harder to reproduce.

» Consequences: Rapdein faults, system instability, unexplained behavior.
(d) Communication / Network Software Faults

o Definition: Errors in communication logic, network configuration, protocol
mismatch or lost messages between PLC and other devices (remote I/O, HMI,
SCADA).

o Examples: PLC expects data from remote module but communication fails;
data word mismatched because of endian or data type error; network timeout
not handled.

» Engineering note: The software part of communication (message naming,
data mapping) must match physical network setup.

» Consequences: Logic that depends on remote data stalls or misbehaves.
(e) Timing / Sequence / Synchronisation Faults

o Definition: Errors due to incorrect handling of timing, event synchronisation,
scan time, interrupts or asynchronous tasks.
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o Examples: A counter resets before the next machine cycle, sequence jump due
to missing edge detection, race condition between tasks.

» Engineering note: Especially important in high-speed or safety applications.
o Consequences: Unpredictable sequence behavior, possibly unsafe states.
(f) Fault Handling / Safety Logic Omissions

o Definition: The software that should handle faults or exceptional conditions is
missing or incorrect —so when a fault occurs, the system fails to respond
appropriately.

o Examples: Sensor fault not detected, logic continues though input is invalid;
emergency stop logic not properly reset; no fallback for communication loss.

» Engineering note: Designing for fault (or safe) state is as important as
designing for normal state.

o Consequences: Process may continue in unsafe mode; downtime may extend
due to lack of fault detection.

3. Troubleshooting Resources Provided in PLE€ Software

Modern PLC development environmentstaiid diagnostic software include many
tools to help identify and resolve soft#a¥€ faults. Here are key resources:

(i) Fault/Error Codes & Diagndstic Buffers

PLCs often provide fault codes ‘ar messages (for example “Major Fault”, “Compile
Error”, “I/O Fault”) and stQre a diagnostic buffer (event log) where past error events
and statuses are recorded. This enables you to see when and what fault occurred. (Inst
Tools)

Use: Check CPU front panel or software fault menu — view detailed error message
— refer to vendor manual for root-cause.

(ii) Online Monitoring / Tag Watch / Trace Windows

In “online” mode, you can connect your programming PC to the PLC, monitor
variables/tags in real time, see which rungs are executing, inspect timers/counters,
watch for unexpected values. (Synchronics Electronics Pvt. Ltd.)

Use: Identify if an input is true in hardware but remains false in logic; watch internal
bits change.

(iii) Cross-Reference / Usage Search

Programming environments often allow you to search for where a specific tag or
variable is used in the program (“Cross-reference”), which helps trace dependencies
and locate logic that uses that tag.
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Use: When you find a tag wrong, see all places it is read / written; helps track logic
paths.

(iv) Program Compare / Version Control

Comparing the current program in the PLC with the backup or previous version
helps spot unintended changes or corruptions. Many environments support diff-
tools. (Inst Tools)

Use: Before fault occurrence, compare versions; after change, update version control.

(v) Diagnostic Logs & Hardware Status

Beyond software logic, the environment often shows module status, communication
module states, I/ O module fault LEDs, CPU health. Use these for cross-checking
whether fault is software or hardware. (EEP - Electrical Engineering Portal)

Use: If module status indicates fault, maybe hardware; if software shows “unknown
tag”, maybe config.

(vi) Simulation / Offline Testing

Some PLC tools offer simulation of the program withoupphysical hardware. This
allows you to test logic, simulate inputs, step thrattghrcode to verify functionality
and catch logic/configuration errors early. (Ihst\'®0ls)

Use: Before deploying to production, simulétion helps reduce risk.

(vii) Documentation & Help Tools

In-software help, vendor manuals~igsite databases and community forums are
invaluable when you encountextuifamiliar fault codes or behaviour. For example, if
you get “Error X123”, yoursearch manual or forums. (SolisPLC)

Use: Use built-in “Help” oxsearch tag + fault code + vendor.

4. Practical Fault-Diagnosis Workflow

Here is a structured workflow you can follow when diagnosing software faults in a
PLC system:

1. Note the symptom: What component or action failed? Which
input/output/sequence is wrong?

2. Check status/fault codes: On PLC/CPU panel or programming software,
note error code and description.

3. Go online with software: Monitor the suspect tag(s), compare expected vs
actual values, watch logic execution.

4. Use cross-reference: For the suspect tag or bit, find where it is used / written
in program logic.
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5. Check configuration: Verify I/O address, data type, module type, network
mapping.

6. Check timing/scan issues: Is scan time too long? Are tasks scheduled
improperly? Are there edge/race conditions?

7. Use program compare/version control: If recent change preceded the
problem, compare versions.

8. Check logs & diagnostics: Look at diagnostic buffer, module statuses,
communication logs.

9. Simulate (if possible): Use offline simulation to replicate the fault or logic
behaviour under conditions.

10. Implement fix & document: Make the correction (logic, config, module
change), update backup/version, test thoroughly, and document details.

11. Monitor after fix: Ensure fault does not recur; keep an eye on key variables or
error logs for a period.

5. Summary (Hinglish)

PLC software faults vo errors hain jo wiring,ya hardware faults se alag hote hain —
yeh logic, configuration, communication'yya memory ke level par hote hain. Jaise
wrong tag use karna, data type misfiaich, network message miss hona, timing fault
etc. PLC programming softwaréume bahut tools milte hain: fault codes, tag
monitoring, cross-reference$, program compare, logs, simulation, help files. Engineer
ka kaam hai systematic approachfollow karna: symptom ko note karo — fault code
padho — online monitor kafo — logic/config check karo — fix karo — document
karo. Iss tarah faults jald milte hain aur downtime kam hota hai.

Types of Hardware Faults in PLC Systems & Troubleshooting Them

Types of Hardware Faults in PLC Systems

Hardware faults in a PLC (Programmable Logic Controller) system refer to physical
or electrical problems related to modules, power supplies, wiring, I/O devices,
communication cables, or environmental / installation issues. Even if the logic and
software are perfect, hardware faults can prevent the system from operating
correctly or reliably. Below are key categories of hardware faults:

1. Power Supply / Voltage Faults

17


https://diplomawallah.in/

DIPLOMA WALLAH 5t Semester

o Faults where the PLC or I/O modules don’t receive the correct supply voltage
(e.g., 24 V DC or 230 / 415 V AC) due to blown fuses, faulty SMPS (Switch-
Mode Power Supply), loose connections, or incorrect input voltage. (Global
Electronic Services)

o Example: The PLC fails to go into RUN because the “+24 V” rail is
undervoltage, or a module’s RUN LED stays off.

» Engineering considerations: Monitor power supply health, ensure correct
wiring and isolation, use proper surge protection.

2. I/O Module or Field Device Faults

o A faultin digital/analog input or output modules: broken wires, short
circuits on I/O channels, module failure or sensor/actuator malfunction.
(AES International)

o Example: The PLC input status never changes even though the sensor is
actuated; or an output module burns out when driving a load.

» Engineering considerations: Check I/O LEDs, module error flags, wiring
continuity, probe field device.

3. Wiring & Connection Faults

o Poor wiring practices can lead to.lbese terminals, broken wires, incorrect
terminations, shielding not used, 'ground loops, or wrong wire gauge. (Inst
Tools)

o Example: A signal wirg\s'chafed, causing intermittent contact; shielding
omitted causing irfterfererice; a terminal screw is loose.

» Engineering considerations: Use good wire management, check wiring
labelled correctly, avoid power and signal wires in same bundle, ensure
shielded cables for analog.

4. Environmental / Thermal / EMI Faults

o Opverheating, dust, humidity, vibration or electromagnetic interference (EMI)
can lead to module degradation or intermittent failures. (PDF Supply)

o Example: The PLC intermittently faults when nearby heavy motor starts cause
surges or EMI; module overheats in poorly ventilated enclosure.

» Engineering considerations: Ensure adequate ventilation, separate noisy
equipment, use filters/surge suppressors, adhere to environment rating of
equipment.

5. Communication / Network Hardware Faults
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Faults in communication modules, cables, connectors, network switches/hubs
cause loss of data or remote I/O not responding. (PDF Supply)

Example: Remote input modules don’t report to CPU, network LED shows
fault, HMI not communicating,.

Engineering considerations: Check network cable integrity, module status
LEDs, correct protocol settings, redundant paths where needed.

6. Module / Backplane Faults & Internal PLC Hardware

Problems within the PLC itself: faulty CPU module, backplane bus failure,
module interlocks, corrupted firmware, or internal hardware fault. (Ouke
Automation)

Example: CPU modules show ERR LED, backplane communication fails,
addressing error on modules.

Engineering considerations: Use fault diagnostics, check module replacement
history, firmware version, module seating and nyechanical condition.

Troubleshooting Hardware Faults: Engineering Approach

Here’s a step-by-step approach you can usewhen diagnosing hardware faults in
PLC systems:

1.

Observe symptoms: e.g,, PEC\WOt powering, I/ O not responding, outputs
stuck, communication losf

Check power supply &’supply rails: Measure input and output voltages,
fuses, SMPS - ensure’torrect and stable voltage.

Check module status LEDs: Most PLC modules have RUN / ERR / I/O
LEDs. For example, ERR LED on means fault in module. (Inst Tools)

Inspect wiring & terminals: Look for loose screws, broken insulation, stray
wire strands, proper ferrules, correct labelled wires.

Check I/O channels: Verify field device, sensor or actuator is working; check
wiring from device to module.

Check network & communications: Ensure remote I/O and network
modules are communicating. Look at network diagnostics, part statuses.

Check environment & physical conditions: Ventilation, dust, corrosion,
ambient temperature, vibration.

Use module diagnostics/logs: Some modules maintain fault logs; use
programming software or module diagnostics to aid.
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9. Isolate the fault: Remove or bypass suspected components (e.g., disconnect a
module) and see if system returns to normal, helping locate faulty item.

10. Repair/Replace and document: Replace defective module or wiring, update
documentation, and test system thoroughly.

Summary in Hinglish

PLC system me hardware faults wo issues hote hain jo physical ya electrical part me
hote hain — jaise power supply dhang se na ho, I/O module kharab ho, wiring loose
ya galat ho, environment garam ho ya EMI zyada ho, network cables problem ho ya
PLC module khud internal fault kar raha ho. Troubleshooting ke liye step-by-step
jaise pehle power check karo, LEDs dekhoge, wiring dekhoge, field device dekhoge,
environment check karo, network bhi dekhoge. Agar ye steps follow karo to zyada
time waste nahi hoga aur fault jaldi mil jayega.
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(oo )

Is the Ambient NO Consider using a
Tempexé ast‘}gg below Fan or Cooler.
Is the Ambient NO Consider using a
Tempergglcu;e above Heater.
Is the NO
Ambient Humidi .| Consider using an
between 10% an Air Conditioner
85%?
: NO Install Surge Protectors or
l‘;&" g&l‘iﬁ ()Llf:t:']’ any other noise-reducing
& : devices at the noise sources
Is the NO Consider Constructing a
Installation Environment »| Panel or Cabinet Enclosure
Conducive? for the PLC System
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Complete PLC Wiring Diagram with SMPS, Relay Card,
Contactor, VFD, HMI, Computer, Inputs, Outputs, Internet
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PLC Maintenance

C hECkIISt 0/15 completed

0 Ensure that environmental conditions are appropriate
for PLC components

0 Remove rust and dirt build-up

0 Replace or wash air filters

0 Tighten all input and output module connections

0 Be sure all devices are adjusted properly

0 Visually inspect components for wear, discoloration,
or burnt odors

0 Examine LED indicators for battery status

0 Check to see whether the system has generated any
recent scanning or error histories

0 Be sure circuit cards are calibrated twice a year with

rocess control analogs

0 Ensure sensors are maintained according to
manufacturer instructions

0 Check that PLC is properly operating, address any

ower surges or shorts immediately

0 IAudit local wiring to identify potential sources of

electromagnetic interference
Se T LUTS u"u’ oy llUlilU".ll vauLn I’B

0 equipment, heat-producing equipment, and physical

0 If applicable, incorporate any product notices, recalls,
patches, or upgrades

0 ICheck to see if stock of critical replacement parts is
adequate

0

0

0

0

0

0
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PLC MAINTENANCE CHECKLIST

Check

S Condition
1
. Activities i Comments
Satisf | Unsat Done
n ied | isfied
0
Backup PLC

Check LED indicator,

Check operating environment —
Temperature, humidity etc.

Power removed

Automationforum.in
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1. Introduction

A well-designed and built PLC system still requires consistent care and maintenance

to ensure long-term reliability. Preventive maintenance helps avoid unexpected

failures, reduces downtime, extends equipment life, and ensures safety in industrial

automation environments. (Global Electronic Services)

2. Why Preventive Maintenance is Important

Identifies issues before they become major faults (loose wiring, corrosion,
dust buildup). (xpect-solutions.com)

Enhances system efficiency and performance (clean connections, correct
electrical conditions). (aknitech.in)

Increases safety: control panels and PLC systems involve electrical risks;
maintenance mitigates them. ( eWorkOrders)

Control Engineering)

Reduces repair and replacement costs 1@@ run. (Instrumentation and

3. Key Maintenance Activities & C st
Here are standard tasks and b ices to include in your preventive
maintenance schedule: °

e Visual inspection: ck for dust, debris, corrosion, loose or discoloured

components, ventilation blocked. (mroelectric.com)

Electrical checks and power supply: verify module power rails, supply
stability, correct voltages, battery backup condition. (Global Electronic
Services)

Wiring and termination inspection: examine terminal blocks, ferrules, cable
routing, tighten loose connections, check for chafing or insulation damage.
(Instrumentation and Control Engineering)

Environment and cooling: check enclosure temperature, ensure fans/vent
tilters are clean, verify ambient conditions meet specs. (Messung Industrial
Automation -)

Software/firmware maintenance: backup the program, check versioning,
apply updates carefully, validate after updates. (PLCtalk)

Calibration/testing: for analog inputs/outputs, sensors, actuators - periodic
calibration ensures accuracy. (Global Electronic Services)
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Documentation and audit: maintain records of inspections, faults
found/fixed, spare parts inventory, panel audit. (plcdev.com)

4. Maintenance Strategy

Preventive maintenance: scheduled tasks at defined intervals (monthly,
quarterly, yearly) to inspect and maintain. (Allied Reliability)

Predictive maintenance: monitoring key indicators (vibration, temperature,
electrical signatures) to anticipate failures rather than just scheduled tasks.
(Allied Reliability)

Choose strategy based on criticality of system, environment severity, cost of
downtime.

5. Best Practices & Tips for Engineering Students

Develop a maintenance checklist customised R); our panel/plant - include

aai /i

items like “check battery status”, “clean d ter”, “verify no loose wires”.
(Instrumentation and Control Engine

\("’7
Use standard wire colour codes, 1 %res clearly - makes inspection easier.
(plantservices.com) (b,

Always perform maintena der safe conditions: de-energise panels, use
en required.

lockout/tagout proced
Keep a backup of/@}‘ggrams and configuration before beginning
s

maintenance tasks.

Metric-track maintenance: downtime due to electrical faults, number of loose
connection incidents, etc. helps improve system reliability.

6. Summary in Hinglish

PLC system ya control panel maintenance vector ko hum ignore nahi kar sakte.
Regular inspection, wiring check, power supply verification, software backup,
calibration aur clean environment - ye sab preventive maintenance ke important
elements hain. Agar maintenance timeframe pe na ho, to unexpected fault, process
stop ya safety issue ho sakta hai. Ek acchi maintenance strategy aur checklist bana lo,
tabhi system engine-tarah dikhega aur zyada chalne wala banega.
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Software Faults & Using PLC Diagnostic Software Resources

Environmental
Conditions Check

Tempen;%t:::rg below Fan or Cooler.
Is the Ambient NO | Consider using a
Temperggtcu:?e above Heater.
Is the
Ambient Humidi NO .| Consider using an
between 10% an | Air Conditioner
85%?
: NO Install Surge Protectors or
ll,seﬁe g::‘sé (}if:;.} >| _any other noise-reducing
g . devices at the noise sources
Is the NO Consider Constructing a
Installation Environment -| Panel or Cabinet Enclosure
Conducive? for the PLC System
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OPERATOR TO MAINTENANCE LEVEL 0
TROUBLESHOOTING

Visual Inspection
(Is the door closed?)

inspection of door

safety sensor
L Close Door,

ensor needed tightend or
adjusted Try Again.

Is "Door Closed" sensor signal getting in to
PLC? (LED or Ladder Logic)

S__NETWORK

FLC Tramming

BIN9S.com/plc_training.htm

Check voltage at PLC
input screw

Check voltage Is "Door Closed" Signal getting
output atSensor from PLCto CNC?

: s heck wiring between Check "Door Closed"Bitinll o1 cNC
input at sensor? sensor and PLC Msg or output card wire
sentto CNC Vendor

EXAMPLE PLC:N7:23/5
“Trace Power Replace to CNC:M-code
Sensor

supply
Y DpELak on If communications is good
24Vde you may need to get CNC

ltZCOVac vendor support.

31


https://diplomawallah.in/

DIPLOMA WALLAH 5t Semester

T AUTEM AL AMAL Y208 pom € Pruchbem | 167

TN Dl Sk Vs Lome Nedes e

.

R
MmN

b N S B8 BN &AW BN WA NG DI S LR

#f 5% no vehage.

e B WIS DWW LN

Introduction

In modern industrial automation, the software running on the Programmable Logic
Controller (PLC) is just as crucial as the hardware. While wiring faults and power
issues are visible, many problems originate in the software —such as logic errors,
configuration mismatches, communication failures or memory corruption. To

32


https://diplomawallah.in/

DIPLOMA WALLAH 5t Semester

maintain reliability, engineers must understand these software-fault types and
effectively use the diagnostic/troubleshooting resources provided in PLC
programming software.

Types of Software Faults
1. Logic/Programming Errors
o Wrong sequence, incorrect conditions, missing transitions.

o Example: A rung in ladder logic never closes because the condition
input never toggles.

2. Configuration / Addressing Errors

o 1/0O addresses mismatched, tags wrongly mapped, data types
inconsistent.

o Example: Input wired to 10.2 but program monitors 10.3 — so the
sensor trigger is never recognized.

3. Memory / Resource Overload & Corruption

o Exceeding available memory, stack oyerflows, corrupted registers,
firmware glitch.

o Example: After a power cycle; tetentive data lost because battery
backup failed.

4. Communication / Network Logic Issues

o Remote I/ Oi¢ddbuis or Ethernet messages missed, protocol mismatch
or network cenfiguration fault.

o Example: PLC expects data from remote module but fails to receive —
logic downstream fails.

5. Timing/ Sequence / Sync Faults

o Race conditions, scan time delay, interrupt issues, wrong ordering of
program blocks.

o Example: A timer resets too soon because logic execution order
changed.

6. Fault & Error-Handling Logic Missing

o When the program does not include proper fault paths or safe fallback
states.

o Example: A sensor fails but the logic doesn’t detect it — output keeps
driving actuators dangerously.
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Using PLC Software Diagnostic Tools & Resources

Fault/Status Indicators & Logs: The PLC software and hardware often show
fault codes, error bits, module diagnostics. Good to start here. (ReallPars)

Online Monitoring / Watch Windows: Connect to PLC live and view tag
values, I/O status, internal bits in real time. Helps detect when expected
values do not occur. (Synchronics Electronics Pvt. Ltd.)

Cross-Reference / Usage Search Tools: These let you find every location
where a tag or variable is read or written —helps trace logic flow and
dependencies.

Version Compare & Debugging Tools: Compare current program with
backup, use step-through, breakpoints in software to find erroneous code
blocks.

Simulation & Offline Testing (Where supported): Some PLC tools allow
simulation of logic without hardware — good for catching logic/configuration
faults before live deployment. (pleximusinc.coml)

Help Manuals, Vendor Resources & Online Forums: When an unfamiliar
fault code appears, these resources provide-explanation and corrective steps.
(RealPars)

Practical Workflow

1.

2
3
4
5.
6
7
8
9

Record symptom (e.g., outpubstuck, unexpected stop)

. Check PLC fault LEDs and error codes
. Go online: monitor relevant inputs/outputs, tags

. Use cross-reference to find where the problematic tag is used

Verify configuration: I/ O mapping, module types, data types

. Check program logic for ordering, timing or sequence issues
. Simulate if possible, compare versions, restore backup if needed
. Document fix, update version control, test in production mode

. Monitor for recurrence to ensure issue resolved.

Summary in Hinglish

PLC software faults matlab hai logic, configuration, memory ya communication
level ke errors — jahan wiring ya hardware sahi hone ke baad bhi system theek se

nahi chal raha. PLC programming software mein built-in tools hote hain jaise watch

windows, fault logs, cross-reference search, simulation, version compare — inhe sahi
se use karke fault detect aur fix kiye jaa sakte hain. Systematic approach follow karo:
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symptom note karo — fault code dekho — live monitoring karo — logic/config
check karo — fix karo — document karo.

Access and use various troubleshooting resources provided in PLC programming

software to diagnose faults in a PLC system.
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Read from PLC...
Write to PLC...
Verify with PLC...

s | ) A01_5113 [PRG] Program [Struct...
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Latch Data Backup

PLC Medule Change

Set Clock...
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» High speed counters (HSC)
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1. Why Use Software Troubleshooting Resources

Even with correct wiring and hardware, faults in a PLC system often stem from
software or configuration issues: incorrect logic, mis-mapped I/O, memory or
communication faults. Modern PLC programming environments provide powerful
diagnostic and monitoring tools to help you identify such issues quickly. (IIPD
Global)

Using these resources systematically reduces downtime and makes maintenance
more efficient.

2. Key Troubleshooting Tools & How to Use Them
a) Fault/Error Codes and Diagnostic Buffers

o PLCs often provide fault indicators (e.g., ERR LED) and diagnostic buffers that
log events, errors, module faults. (Inst Tools)

e How to use:
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1. Connect to the PLC using the programming software.
2. Navigate to Diagnostics or System Status, view the list of fault codes.

3. Note the fault code and time stamp; cross-check with the manual for
cause and corrective action.

» Engineering tip: Always check the buffer before making changes as it gives
the sequence leading up to the fault.

b) Online Monitoring / Tag Watch / Variable Monitoring

e One of the most effective tools: you can monitor the real-time status of inputs,
outputs, memory bits, timers/counters while the PLC is running. For
example, you can see which tags are TRUE/FALSE, what the current value of
an analog register is. (Industrial Automation Co.)

e How to use:
1. Put the PLC in “Online” mode via the software.

2. Open a Watch Window or Monitoring Tablegand add key tags you
suspect are faulty.

3. Trigger the event or situation ye¥r€ trying to diagnose and observe
tag activity.

4. See if the tag values chafige/as expected — if not, the logic or I/O
might be wrong.

« Engineering tip: Use’¢olour-coding or highlighting to track tags that should
change during an‘eyeft’(e’g., “Start_Button_Pressed” — “Motor_On").

¢) Cross-Reference & Usage Search

e Programming tools include a cross-reference feature that shows where each
tag or variable is used (read from or written to). This is very helpful when you
tind a wrong tag and need to locate all places this tag appears. (Pleximus)

e How to use:
1. In the software, find the tag in question.

2. Right-click or use the menu option to “Cross-Reference” or “Find
usage”.

3. Review the list of occurrences (rungs, function blocks) and check each
instance for correctness.

o Engineering tip: This helps you avoid missing subtle logic paths or hidden
dependencies.

d) Program Compare & Version Control
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e Many environments allow you to compare the online program (running in the
PLC) to the offline version (in your project file) to detect discrepancies
(changes made onsite, un-documented fixes). (IIPD Global)

e How to use:

1. In the programming software, choose the Compare tool (often
“Compare Blocks” or “Online/Offline Consistency”).

2. Highlight differences and decide if a download is required or changes
need to be documented.

o Engineering tip: Always maintain backups and version history so you can
revert if a recent change caused a fault.

e) Simulation & Offline Testing

e Some PLC tools or virtual environments allow you to simulate logic without
real hardware, enabling you to test edge-cases and fault scenarios safely.
(IIPD Global)

o How to use:
1. Load your project into the simulation mode (if supported).

2. Inject virtual inputs (simulatesensors, switches) and observe outputs
and tag changes.

3. Trigger fault conditiens,(invalid inputs, communication loss) and
verify that logic handtes them correctly.

» Engineering tip: Yge S§imulation for major changes or before deploying
critical updates to avoid live disruptions.

f) Documentation, Help Files & Online Forums

e Beyond built-in tools, use the software’s help documentation to interpret fault
codes, understand built-in diagnostics, and follow manufacturer
recommended steps. (IndMALL Automation)

« Many engineers also benefit from online communities and forums for tricky
faults or vendor-specific behaviours.

e How to use:

1. When you encounter an unfamiliar error code or behaviour, search
within the help system of the software or consult vendor manuals.

2. If still unresolved, search forums or vendor support sites citing your
tag names, fault codes, firmware version.
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Engineering tip: Keep a log of resolved faults (problem — cause — solution)
to speed up future troubleshooting.

3. Workflow - Putting It All Together

Here’s a simplified engineering workflow to use these tools systematically:

1.

/i

Note the symptom: e.g., “conveyor motor didn’t start”, “relay output stuck
ON”.

Connect to the PLC software in online mode.
Check fault/error codes and diagnostic buffer to get initial clues.

Open tag watch/monitoring window, add relevant inputs/outputs/timers.
Trigger the event and watch behaviour.

Use cross-reference for tags that aren’t behaving as expected to find where
logic manages them.

Check configuration/addressing: ensure tagsicerrespond to correct I/O, data
types etc.

If suspecting a recent change or misntdteh, perform program compare
between online and project versigfe

If you have simulation suppeftysimulate the input conditions offline to
replicate the fault.

Document the fix (imeltadinig root cause), update version control/backups, and
monitor for recurrehge.

10. Use help files/forums as required for unusual faults or codes.

4. Summary in Hinglish

PLC programming software mein bahut saare powerful diagnostic tools hote hain —
jaise fault code buffers, online tag monitoring, cross-reference search, version
compare, simulation mode aur vendor help files. Jab system me fault aaye, sabse
pehle fault code check karo, phir online monitoring se tag behaviour dekho, logic me
galti hai kya use cross-reference se trace karo, recent changes hai kya version
compare se pata karo, aur agar possible ho to simulation karo. Ye tools agar
systematically use karo to problems jaldi mil jati hain aur downtime kam hota hai.
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