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Internet of Things (IoT)

UNIT - 1: Introduction to Internet of Things (IoT)

 Definition of IoT

The Internet of Things (IoT) refers to a vast network of interconnected physical
devices — like sensors, vehicles, appliances, and machines — that collect and exchange
data through the Internet without direct human involvement. These “things” sense
the environment, communicate through networks, and act based on the data they
receive. IoT merges digital and physical worlds into a unified ecosystem where
devices can monitor, analyze, and control systems automatically. For instance, smart
home devices like Alexa, Google Nest, and smart streetlights exchange data in real
time to improve comfort, efficiency, and energy saving.

@) Introduction

The IoT revolution began as a way to connect computers, but it has grown to include
billions of everyday objects. IoT enables automation and remote control across
industries —agriculture, healthcare, manufacturing, and transportation. Through
sensors and cloud computing, devices can make data-driven decisions without
human help.

For example, Tesla cars use IoT to analyze road conditions, Fitbit watches track
body vitals, and Amazon warehouses use smart robots for logistics. IoT forms the
foundation of Smart Cities, Smart Grids, and Smart Industries that improve
efficiency and sustainability.

In short, IoT = devices + connectivity + intelligence.

Y 1. Characteristics of IoT

1. Connectivity: Seamless communication between devices using Wi-Fi,
Bluetooth, ZigBee, or cellular networks.

2. Intelligence: Devices collect and analyze data for automated decision-making.
3. Dynamic Nature: [oT systems adapt to changes in environment and data.
4. Interoperability: Devices from different manufacturers work together.

5. Scalability: IoT supports millions of devices globally.
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6. Security: Ensures protection of device data and privacy.
7. Energy Efficiency: Designed to consume minimal power.

Real Example: In Smart Farming (Netherlands), [oT sensors measure soil moisture
and automatically adjust irrigation — showing connectivity, scalability, and
intelligence in action.

2. Physical Design of IoT
¢ Components

o Things (Devices/Sensors): Collect real-world data like temperature, motion,
humidity.

o Gateway: Transfers collected data to the cloud or server.

o Cloud: Stores, processes, and analyzes data.

o Application: User interacts with system through mobile or web app.
© Example:

In a Smart Home, sensors detect motion, send signals via Wi-Fi to the cloud, and
switch on lights automatically when someone enters a room.

3. Things in IoT

Things are physical entities embedded with sensors, actuators, and connectivity
tfeatures. They can sense or act upon their environment.

o Sensors collect data (e.g., temperature sensors in smart ACs).
o Actuators perform actions (e.g., switching on a fan).

« Smart Objects integrate both sensors and connectivity (e.g., smart refrigerator
that adjusts cooling).

Example: In smart traffic lights, IoT sensors detect vehicle density and actuators
adjust signal timing dynamically to reduce congestion.

4. 10T Protocols
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IoT protocols define how data is transmitted between devices securely and
efficiently.

Layer Protocol Description Example
Application | MQTT, CoAP, | Lightweight Smart home
HTTP communication for IoT communication
devices
Transport | TCP, UDP Ensures data delivery Smart sensors
between systems sending logs

Network IPv6, 6LOWPAN | Routing and addressing Connected car

for IoT systems
Link ZigBee, Wi-Fj, Physical connectivity Wearable health
Bluetooth devices

Example: Smart streetlights use MQTT protocol to send brightness data to a central
server in real time.

5. Logical Design of IoT
Logical design defines how IoT data flows from sensors to the user.
¢ Components
1. Device Layer: Includes all sensors and actuators.
2. Communication Layer: Transfers data securely using protocols.
3. Service Layer: Performs analytics and storage on cloud.
4. Application Layer: Provides user dashboards or apps.

Example: In a Smart Hospital, patient vitals (device layer) — sent to cloud
(communication layer) — analyzed for emergencies (service layer) — displayed to
doctor app (application layer).

6. IoT Functional Blocks

Functional Block | Purpose Example
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Device Sense and collect data Smart Watch
Communication | Send data to cloud Wi-Fi router
Services Analyze and store data | AWS IoT Core
Application User interaction Alexa mobile app
Security Protect data from threats | Encrypted sensors

7. IoT Communication Models
1. Device-to-Device: Two devices talk directly (e.g., smart TV and remote).

2. Device-to-Cloud: Devices send data to cloud platforms (e.g., Smart
thermostats — Google Cloud).

3. Device-to-Gateway: Gateway acts as mediator (e.g., ZigBee hub in smart
homes).

4. Back-End Data Sharing: Cloud services share analytics with other apps (e.g.,
Google Fit sharing with doctor app).

Example: In Connected Cars, sensors send engine data to cloud servers for real-time
maintenance alerts.

8. IoT Communication APIs

APIs allow developers to connect IoT devices and applications programmatically.

Type Use Example

REST API Standard web API using HTTP Google Cloud IoT API
WebSocket API | Real-time communication Smart home chatbots
CoAP API Lightweight for constrained devices | Streetlight networks

Example: A Raspberry Pi smart sensor sends temperature data to the ThingSpeak
API for visualization.

9. IoT Enabling Technologies
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© Wireless Sensor Networks (WSN):

Network of sensors for environmental data collection.
Example: Air pollution monitoring systems in Delhi.

© Cloud Computing:

Stores and processes IoT data remotely.
Example: AWS IoT, Microsoft Azure IoT Hub.

© Big Data Analytics:

Analyzes large IoT datasets for insights.
Example: Predicting traffic patterns in Smart Cities.

¢ Communication Protocols:

Ensure reliable data transfer (ZigBee, LoORaWAN, 5G).
Example: LoRa used in smart water metering.

© Embedded Systems:

Microcontrollers running IoT code.
Example: Arduino in smart agriculture systems.

R 10. IoT Levels and Deployment Templates

IoT Level Description Example
Level 1 - Device Level Single device directly Smart bulb
controlled

Level 2 - Device-to-Cloud Device connects to cloud

Smart thermostat

Level 3 - Gateway-Based Gateway connects multiple | Smart building hub
Sensors

Level 4 - Edge + Cloud Edge processes + Cloud Smart factory robots
analytics

Level 5 - Distributed IoT Multi-location IoT system

Smart city control
rooms
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Level 6 - Complex IoT Integration of multiple Smart Nation
Ecosystem domains (Singapore)

11. Popular IoT Platforms

Platform Feature Used By

AWS IoT Core Cloud data processing Amazon

Google Cloud IoT Al-based analytics Google Nest

Microsoft Azure IoT Secure device BMW ConnectedDrive

Hub communication

IBM Watson IoT Cognitive analytics Smart Healthcare

ThingSpeak Free IoT data visualization Students &
Researchers

12. Domain-Specific IoTs

Domain Application Example
Smart Home Home automation Alexa, Google Home
Smart City Waste, traffic, energy | Barcelona Smart City

Industrial IoT | Predictive maintenance | GE Smart Factory

Healthcare IoT | Patient monitoring Philips Smart Beds

Agriculture IoT | Smart irrigation John Deere Smart Farming

Flowchart: Basic Working of IoT System

| Sensors |

| (Data Capture) |
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| Gateway/Hub |

| (Data Transfer) |

| Cloud/DB |

| (Storage + AJ) |

| |
| User Interface |

| (Mobile/Web) |

@ Hinglish Summary

IoT ka matlab hai har physical cheez ko Internet se connect karna — jaise smart bulb,
car, ya watch. Ye devices sensors ke zariye data collect karte hain aur Cloud me
bhejte hain, jahan analysis ke baad automation hota hai. Example — Smart Home me
fan khud chalu ho jata hai jab room me koi aata hai. IoT future me sab industries ko
smart aur automated banayega.
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