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CYBER SECURITY 

 

   UNIT – 1: Protecting Personal and Organizational Data 

 

  Definition  

Cybersecurity means protecting data, networks, and systems from 

unauthorized access or attacks. Personal and organizational data include 

sensitive information like name, address, passwords, bank details, and 

company records. The goal is to keep this data confidential, accurate, 

and safe from misuse. With increasing use of IoT, cloud computing, 

and online services, data security has become more important than 

ever. Attackers often target personal information to steal identity or 

blackmail users. Organizations also face the risk of data leakage that can 

cause financial and reputation loss. Therefore, both individuals and 

companies need strong protection systems like encryption, antivirus, 

and authentication. 

 

  Introduction  

Today, everything we do online generates data — using social media, 

online shopping, banking, or even fitness apps. This personal and 

organizational data is valuable and needs protection from 

cybercriminals. Smart devices such as Alexa, Fitbit, and smart cameras 

collect user data 24×7 and send it to cloud servers. Attackers try to steal 

or misuse this data for money or spying. Protecting data involves 

understanding where it is stored and how to control access. 

Organizations must follow data protection laws like India’s DPDP Act 

2023 or EU’s GDPR. Examples include Aadhaar data security in India 

and Apple’s privacy system that prevents tracking without user 

permission. Hence, data protection is not optional — it’s a key part of 

digital life. 

 

    Topic 1: Protecting Your Personal Data 

https://diplomawallah.in/


DIPLOMA WALLAH   

2 
 

Personal data includes your name, address, contact details, passwords, 

photos, and location. In IoT devices, this data is continuously shared 

with apps and cloud platforms. Hackers use social media or phishing to 

collect personal data. To stay safe, users should use strong passwords, 

encryption, and two-factor authentication. Avoid sharing too much 

information on public platforms. Tools like “Have I Been Pwned” help 

users know if their data has been leaked. For example, in 2019, Facebook 

had a data breach that exposed millions of users’ phone numbers and 

emails. Personal awareness is the first step toward data protection. 

 

  Subtopic 1.1: Online Identity 

Your online identity is your digital personality created through social 

media, emails, and IoT devices. It includes what you post, like, or share 

online. Hackers often copy or misuse this identity for fraud or scams. 

For example, fake profiles on LinkedIn or Instagram are used to collect 

personal details. Protecting online identity means using strong 

passwords, avoiding public Wi-Fi, and enabling two-factor 

authentication (2FA). IoT devices like smart doorbells and fitness 

watches also record habits that can reveal personal identity, so their 

settings must be secured. 

 

  Subtopic 1.2: Where Is Your Data? 

Your data is stored on local devices (mobile, laptop), company servers, 

or cloud platforms like Google Drive or AWS. Every smart device — 

from CCTV to a smartwatch — collects and uploads data to its 

company’s server. Knowing where your data is stored helps in 

controlling who can see it. For example, Tesla cars send driving data to 

Tesla Cloud for analysis. Reading privacy policies before signing up for 

apps helps you understand how your data is used or shared. Users 

should also delete unused accounts and clear cookies regularly. 

 

  Subtopic 1.3: What Do Attackers Want? 
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Attackers mainly want money, personal details, or secret company 

information. They sell stolen data on the dark web or use it for 

blackmail. Common targets include credit card details, passwords, and 

business secrets. IoT systems are easy targets if not updated — for 

example, hacked baby monitors or smart cameras. In 2021, the Colonial 

Pipeline cyberattack in the U.S. happened because of weak credentials. 

Attackers use this stolen data to demand ransom or cause disruption. 

Understanding attacker goals helps in better defense planning. 

 

  Subtopic 1.4: Identity Theft 

Identity theft means using someone’s personal information without 

permission to commit fraud. Attackers may steal Aadhaar numbers, 

bank details, or PAN cards to take loans or open fake accounts. Example: 

The Equifax breach in 2017 exposed personal data of 145 million people, 

leading to identity misuse. IoT devices connected to online profiles can 

also leak identity data if not protected. Using secure networks, credit 

monitoring, and strong PINs can help reduce identity theft risk. 

 

  Subtopic 1.5: Protecting Organizational Data 

Organizations store huge amounts of data — employee info, financial 

records, and business plans. Data protection here involves firewalls, 

encryption, VPNs, and access control systems. Many companies have a 

Security Operations Center (SOC) to monitor attacks. Example: 

Amazon Web Services (AWS) uses strong encryption and security keys 

to protect its clients’ data worldwide. Employees should be trained to 

identify phishing mails or fake links, as human mistakes cause most 

data breaches. 

 

  Subtopic 1.6: Data Classification (Government of India Example) 

Data classification means grouping data based on sensitivity. The 

Government of India divides data into: 

1. Unclassified – General information with no harm if shared. 
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2. Restricted – Limited to authorized staff. 

3. Confidential – Important internal information. 

4. Secret – National security or defense-related. 

5. Top Secret – Highest security; unauthorized access can cause 

serious damage. 

IoT and defense organizations must follow strict classification 

rules to protect critical systems. This ensures proper access control 

and prevents data leaks. 

 

    Working Process of Data Protection System 

1. Data Collection – Information gathered from devices, sensors, or 

apps. 

2. Data Encryption – Data is converted into unreadable code before 

sending. 

3. Transmission Security – Secure channels like HTTPS or VPN are 

used. 

4. Storage Security – Data is stored safely in servers or cloud with 

limited access. 

5. Monitoring – Firewalls and antiviruses track unusual activity. 

6. Response – If a breach happens, systems isolate and recover 

quickly. 

Example: In hospitals, patient data from IoT monitors is encrypted and 

sent to cloud servers accessible only to authorized doctors. 

 

      Real-Life Examples 

• India’s Aadhaar database – Uses biometric encryption for citizen 

data protection. 

• Tesla IoT Cars – Protect car data using secure cloud and over-the-

air updates. 
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• Apple iCloud – Uses end-to-end encryption for photos and 

passwords. 

• Google Workspace – Offers 2-step verification for organizational 

data safety. 

 

   Conclusion 

Protecting personal and organizational data is one of the most important 

parts of cybersecurity. As technology and IoT grow, the chances of data 

theft also increase. Understanding attacker behavior, following safe 

practices, and applying security layers can prevent major data losses. 

Every individual and organization should take responsibility for 

keeping their data secure. 
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