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UNIT - I: BLOCKCHAIN FUNDAMENTALS

History: Digital Money to Distributed Ledgers
Evolution of Digital Money

Digital money represents currency or assets that are managed, transferred, and
exchanged electronically without any physical form. The journey from traditional
digital money to blockchain-based distributed ledger$ spahs several decades and
key innovations.wikipedia+1

W N\
Pre-Blockchain Era (1980s-2000s) (v

J

N
The concept of digital currency was explor &hv?ough various innovative but
ultimately flawed systems. The primary, enge was creating a digital form of
money with essential characteristics of pliysical currency: durability, portability,
divisibility, uniformity, limited syﬁgliy)and general acceptability.gulmalkoc
! \

Early attempts included: \')‘ N
 First Virtual: Orfe of thé\zarliest digital payment systems where users

provided credit card information to facilitate transactions. However, it faced

challenges including lengthy transaction clearance times and merchants

waiting up to 90 days for payments.gulmalkoc

» DigiCash (1989): Cryptographer David Chaum introduced the concept of
blind signatures, allowing users to sign documents without revealing
contents, ensuring privacy and security. His Chaumian eCash enabled digital
cash to be spent anonymously, but required a centralized authority to prevent
double-spending.gulmalkoc

o HashCash (1997): Adam Back designed HashCash as a Proof-of-Work system
originally intended to combat spam emails. This concept later became
foundational for Bitcoin.wikipedia

o Reusable Proof of Work (2004): Cryptographic activist Hal Finney
introduced a system for digital cash that helped solve the double-spending
problem by keeping token ownership registered on a trusted
server.geeksforgeeks
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The Bitcoin Revolution (2008-2009)

In 2008, an individual or group using the pseudonym Satoshi Nakamoto published
the landmark paper "Bitcoin: A Peer-to-Peer Electronic Cash System". This paper
proposed a novel approach for transferring funds in a peer-to-peer manner without
requiring a trusted third party.documents.worldbank+1

Key innovations introduced:
e Solution to the double-spend problem without central authority
o Decentralized consensus through Proof-of-Work
o Cryptographic linking of blocks in a chronological chain
o Distributed peer-to-peer network architecture

Bitcoin launched on January 3, 2009, becoming the first widely adopted application
of blockchain technology.ibm+1

From Blockchain to Distributed Ledger Technology”(DLT)

Distributed Ledger Technology (DLT) represents 3] brdader category of systems
that maintain shared records across multiple Compﬁters (nodes) without a central

authority.investopedia+2 ) D

Definition: DLT is a decentralized datglf@managed by multiple participants
across different locations. Data is stored\ﬁq a distributed manner, and changes are
collectively validated through co n§us protocols, ensuring data integrity,
reliability, and resistance to taﬁge.nng geeksforgeeks+1

Key characteristics of DEE: \

1. Decentralized: Evety node maintains the ledger; updates occur
independently at each node. Even small changes are reflected and the history
is sent to all participants within seconds.geeksforgeeks

2. Immutable: Uses cryptography to create a secure database where data once
stored cannot be altered or changed.geeksforgeeks

3. Append-only: Data can only be added; unlike traditional databases where
data can be modified.geeksforgeeks

4. Distributed: No central server or authority manages the database, making the
technology transparent. Every node verifies transactions through various
consensus algorithms.geeksforgeeks

Blockchain as a type of DLT: Blockchain refers to a particular way of organizing
and storing information in a distributed ledger. The term describes blocks of data
linked together cryptographically, forming an immutable chain. Subsequently, other
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ways of organizing distributed information were devised, leading to the broader
term "Distributed Ledger".documents.worldbank

Design Primitives: Protocols, Security, Consensus, Permissions, and Privacy

Design primitives are fundamental components for designing and implementing
distributed ledger systems. These primitives ensure the system's reliability, security,
efficiency, and governance.snscourseware+1

1. Protocols

Definition: Protocols define the rules governing communication and data exchange
in a distributed system.snscourseware

Role: Ensure interoperability, reliability, and efficiency among network
participants.snscourseware

Examples in blockchain:

o Communication Protocols: Define how n: municate (e.g., TCP/IP,
gossip protocols for peer-to-peer messa% gat1on ).snscourseware
o Blockchain Protocols: Govern the cr%

transactions and blocks (e.g., Bitcoi tocol, Ethereum
protocol).snscourseware (b

e Smart Contract Protocols:@e agreements automatically when
predefined conditions a (e.g., Solidity for Ethereum smart
snscoursewixe

, validation, and propagation of

contracts).

Key characteristics: Sca ty, fault tolerance, and efficiency.snscourseware

2. Security

Definition: Security ensures the system is resilient to attacks, tampering, and
unauthorized access.snscourseware

Key aspects of blockchain security:

1. Cryptography:

o Public-Key Infrastructure (PKI): Used for user identification and
authentication.snscourseware

o Digital Signatures: Verify sender identity and ensure non-
repudiation.snscourseware

o Hashing: Ensures data integrity (e.g., SHA-256 in
Bitcoin).geeksforgeeks+1
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2. Authentication: Verifying identities to prevent unauthorized
actions.snscourseware

3. Data Integrity: Ensuring data remains unchanged from creation to
validation.snscourseware

Common security threats:

o 51% Attack: Occurs when an attacker gains majority control over network
resources, enabling them to rewrite transaction history.snscourseware

» Sybil Attack: A single user creates multiple fake identities to disrupt
consensus.snscourseware

Security mitigation strategies:
o Strong cryptographic standards
e Regular security audits
e Robust protocol design
o Network-level and protocol-level security m@suresrapidinnovation

N )(y

3. Consensus \

Yy
Definition: Consensus mechanisms ens @‘K}f}articipants in a distributed system
agree on a single version of the truth,(th’acurrent state of the ledger).snscourseware
N\

Purpose: Bring all nodes into ggrﬁa&éﬁ in an environment where nodes don't

inherently trust each other.gee @{&vgeeks

A D)
Types of consensus mechanis&sz

1. Proof of Work (PoW): Mining-based consensus used by Bitcoin. Requires
solving computationally expensive puzzles.rapidinnovation+1

2. Proof of Stake (PoS): Validators stake funds (collateral) to validate
transactions, used by Ethereum 2.0.ledger+1

3. Delegated Proof of Stake (DPoS): Token holders elect a set number of
delegates to validate transactions and generate blocks, used by
EOS.developcoins+1

4. Practical Byzantine Fault Tolerance (PBFT): Confirms a transaction when at
least 66.6% of nodes agree on the ledger's state.geeksforgeeks+2

Importance: Consensus mechanisms are critical for maintaining the integrity and
immutability of blockchain transactions, preventing double-spending, and ensuring
network security.cleartax

4. Permissions
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Definition: Permissions determine who can access and participate in the blockchain
network.oracle+1

Types of blockchain based on permissions:

a) Permissionless (Public) Blockchains:

Access: Open to anyone; no permission required to join, validate transactions,
or view data.ibm+1

Decentralization: Fully decentralized with no central authority.moonpay+1

Transparency: All transactions recorded on a public ledger; anyone can view
transaction history.geeksforgeeks+1

Anonymity: Users identified by public keys rather than personal
information.ibm+1

Examples: Bitcoin, Ethereum (originally), Litecoin.wikipedia+1

Advantages: Broader decentralization, high trdn$pdsency, censorship
resistance, strong security.techtarget

Disadvantages: Poor energy efficiencys, Iov\@ performance and scalability,
less privacy.techtarget ) Q‘[A"

b) Permissioned (Private) Blockchains: &

ﬂ

Access: Restricted to verified %ﬁ‘lonzed participants only.osl+2

/"\ y
Governance: Centrahze&Qr.consortlum—based decisions made by network

owners.oracle+1 A \
4

Transparency: Optional; most are not transparent for security
purposes.moonpay+1

Identity: Lack of anonymity; every participant's identity is known.osl+1
Examples: Hyperledger Fabric, R3 Corda, enterprise blockchain solutions.osl

Advantages: Enhanced privacy and confidentiality, faster transaction speeds,
better scalability, easier regulatory compliance.moonpay+1

Disadvantages: Less decentralized, potential for collusion among authorized
participants.freemanlaw

Consensus in permissioned blockchains: Typically use Practical Byzantine Fault
Tolerance (PBFT), federated consensus, or round-robin consensus instead of PoW or
PoS.oracle

5. Privacy
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Definition: Privacy in blockchain refers to techniques that protect sensitive
transaction data while maintaining the integrity and transparency of the distributed
ledger.debutinfotech+1

Privacy challenges in blockchain:

Traditional public blockchains broadcast all transaction details to all participants,
making data visible to everyone. While this ensures transparency, it also exposes
sensitive information.wipro+1

Privacy-enhancing techniques:
a) Zero-Knowledge Proofs (ZKPs):

Definition: A cryptographic method that allows one party (prover) to prove to
another party (verifier) that a statement is true without revealing any information
beyond the validity of the statement.rapidinnovation+2

Three basic tenets:

1. Completeness: If the statement is true, an honestprover can convince an
honest verifier.wipro

\
\"(V
2. Soundness: If the statement is false, no dislrgdnest prover can convince the
verifier except with negligible probability.wipro
AQ
3. Zero-Knowledge: The Verifierlléﬁ\sns nothing except that the statement is
. \
true.wipro
Wipro ,{. ,yv

f AQ
Types of ZKPs: \‘:\V-
)
o zk-SNARKSs (Zero-an\gledge Succinct Non-Interactive Arguments of

Knowledge): Used, by Zcash to enable fully private transactions. Allows
proving the right to spend cryptocurrency without revealing amounts or
addresses.rapidinnovation+1

o zk-STARKS (Zero-Knowledge Scalable Transparent Arguments of
Knowledge): Similar to zk-SNARKSs but more scalable and doesn't require a
trusted setup.rapidinnovation

Applications in blockchain:

o Private cryptocurrency transactions: Zcash uses zk-SNARKSs for shielded
transactions.hiro+1

o Ethereum privacy: Supports zk-SNARKs and zk-STARKSs for privacy-focused
decentralized applications.metatechinsights+1

o Layer-2 scaling: Polygon uses zk-Rollups to bundle multiple transactions into
a single proof, reducing costs and enhancing privacy.metatechinsights
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o Identity verification: Proving age or identity without revealing actual
details.rapidinnovation+1

b) Other privacy techniques:
» Ring Signatures: Used by Monero to obscure sender identity
o Stealth Addresses: Hide recipient addresses

o Confidential Transactions: Encrypt transaction amounts

Blockchain Architecture and Design

Blockchain architecture refers to the structural design and organization of
components that work together to create a secure, decentralized, and distributed
ledger system.101blockchains+2

Layered Architecture of Blockchain

Blockchain technology is built upon a layered architecture-consisting of five to seven
layers depending on the classification.guardarian+%

'Q‘\
N
N

1. Hard frastructure L ;
ardware/Infrastructure Layer @

Five-Layer Model:

P
« Function: Physical foundationsef(the blockchain; handles data storage on
individual nodes.geeksfor M1

AN
o Components: Network;f\:?)'mputers (nodes) that calculate, validate, and
record transactiopsuin q@eer-’co-peer (P2P) network.geeksforgeeks

o Difference from cliént-server: Instead of centralized servers, blockchain uses
distributed nodes where clients communicate directly.geeksforgeeks

o Node types: Full nodes (maintain complete blockchain copy),
partial/lightweight nodes (maintain only hash values), mining nodes
(validate and add blocks).geeksforgeeks

2. Data Layer:

e Function: Heart of the blockchain; consists of an ordered linked list of blocks
storing transactions.guardarian+1

o Components:

o Blocks: Contain transaction data, timestamp, hash of current block,
hash of previous block, nonce, and Merkle root.zebpay+1

o Cryptographic elements: Digital signatures verify sender identity and
prevent data tampering.guardarian
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o Genesis Block: The very first block in the network, connected only to
the next block.zebpay

o Data structure: Pointers and linked lists connect blocks in chronological
order.codewave

3. Network Layer:

e Function: Responsible for inter-node communication; ensures nodes can
connect, communicate, share data, and synchronize to maintain blockchain
integrity.guardarian+1

o Operations: Manages block propagation, transaction broadcasting, and node
discovery.codewave+1

e Peer-to-Peer communication: All nodes must be aware of transactions
validated by other nodes.zebpay

4. Consensus Layer:

o Function: Most critical layer; ensures transactioﬁ&: validated, ordered, and
eeks+1

agreed upon by all nodes in the network.ge

o Mechanism: Establishes clear agreeme

tween nodes following rules to
validate transactions and create blo QZQJ ardarian

o Prevents double-spending: Ens%s the same digital asset cannot be spent
twice.zebpay+1

5. Application Layer: \Q

e Function: Provi cing applications and interfaces.guardarian

o Components: Smart contracts, decentralized applications (DApps), APIs for
blockchain interaction.geeksforgeeks

Core Components of Blockchain Architecture
1. Nodes:

e Definition: Fundamental units of blockchain; computers connected to the
distributed network and internet.geeksforgeeks+1

o Functions: Update the decentralized ledger, store it, and share data with
other nodes.101blockchains

o Types: Full nodes, partial nodes, mining nodes.geeksforgeeks

2. Transactions:

o Definition: Entries in the decentralized ledger that transfer value or change
the state of smart contracts.101blockchains
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o Content: Include sender address, receiver address, amount, timestamp, and
digital signature.101blockchains

3. Blocks:

o Definition: Fundamental unit of blockchain; contains a batch of transactions
that the network must process and verify.101blockchains

e Structure: Each block contains:

o Block header: Previous block hash, timestamp, Merkle root, nonce,
difficulty target.ibm

o Block body: List of validated transactions.ibm

« Linking: Each block contains the hash of the previous block, creating a
chain.shardeum+1

4. Decentralized Ledger:
o Definition: Decentralized database storing the' t@yof blocks from the

genesis block to the current block.101bloc g%'ng
\@tryptographic metadata, making
ns

o Immutability: Blocks are linked with
them immune to modification.101blo

o Types:
o Public Ledger: Open ransparent to all.geeksforgeeks
o Distributed Ledger*All nodes have a local copy; nodes collectively

o Decentralized Ledger: No single node or group has central
control.geeksforgeeks

verify transiat{\ geeksforgeeks

5. Cryptographic Hash:
o Function: Creates unique identifiers (fingerprints) for each block.extentia+1

» Properties: Any change to block data alters its hash, disrupting the entire
chain.shardeum

o Ensures: Data integrity and immutability.scalingparrots+1

Basic Cryptographic Primitives

Cryptographic primitives are the low-level algorithms used as building blocks for
developing cryptographic protocols and ensuring blockchain security.geeksforgeeks

Importance:
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Security: Secure transactions and confidential information using strong
cryptography.geeksforgeeks

Encryption and Decryption: Develop algorithms to encrypt and decrypt
data.geeksforgeeks

Validation: Enable validation through digital signatures.geeksforgeeks

Specificity: Each primitive performs only one function (e.g., encryption
algorithms only encrypt).geeksforgeeks

1. Hash Functions

Definition: A hash function is a mathematical algorithm that transforms input data
of any size into a fixed-length string of characters called a hash value or

digest.geeksforgeeks+2

Properties of cryptographic hash functions:

1.
2.

6.

Deterministic: Same input always produces the same hash.wikipedia+1

Fixed-size output: Regardless of input length,output hash has fixed size (e.g.,
SHA-256 produces 256-bit hash). geeksf@rge(egs+1
4

One-way (Pre-image resistance): Coq@mtionally infeasible to reverse the
hash to obtain the original input.widp&dia+1

P
Avalanche effect: A small C}ans\in input significantly alters the hash
output.geeksforgeeks Yy

A (Y

\
Collision resistance: Eh{é{ﬁely difficult to find two different inputs that
produce the same hash,ﬁg’kipedizﬁl

Fast computation: Flash should be quick to compute.geeksforgeeks

Common hash functions in blockchain:

SHA-256 (Secure Hash Algorithm 256-bit): Used by Bitcoin for block
hashing, transaction IDs, and address generation.ijrpr+1

Keccak-256: Used by Ethereum for transaction hashes, smart contract
addresses, and state updates.ijrpr

Uses of hash functions in blockchain:

1.

Merkle Trees: Uses hash functions to ensure data integrity by creating a
hierarchical tree structure of hashes.geeksforgeeks+1

Proof of Work Consensus: Defines a valid block as one whose header hash is
less than a threshold value (difficulty target).geeksforgeeks+1

Digital Signatures: Hash functions are vital for digital signatures, ensuring
data integrity and authentication.linkedin+1

10
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4. Chain of Blocks: Each block header contains the hash of the previous block
header. Modifying one block requires regenerating hashes for all subsequent
blocks, making tampering extremely difficult.geeksforgeeks+1

Working of hash functions:

1. Input Processing: Process input of any length through mathematical
operations.geeksforgeeks

2. Fixed-Size Output Generation: Generate fixed-size hash value (hexadecimal
string).geeksforgeeks

3. Deterministic Operation: Same input consistently produces same
hash.geeksforgeeks

4. Avalanche Effect: Minor input change drastically alters hash.geeksforgeeks

5. One-Way Computation: Impossible to recover original input from
hash.geeksforgeeks

6. Collision Resistance: Minimize probability of t@&puts generating same

hash.geeksforgeeks

2. Digital Signatures \\

Definition: Digital signatures are crypto ‘h:: primitives used to ensure
authenticity, integrity, and non—repudiﬁ@n of digital data.linkedin+1

How digital signatures work: Q

1. Signing Process: . Q
o The messag Xa ed using a cryptographic hash function

o The hash is encrypted with the sender's private key to create the digital
signature

o The signature is appended to the transaction dataijrpr+1

2. Verification Process:
o The recipient decrypts the signature using the sender's public key
o The recipient hashes the received message independently

o If the decrypted hash matches the computed hash, the signature is
validlinkedin+1

Properties:
o Authentication: Proves the sender's identity.linkedin+1

o Integrity: Ensures data has not been tampered with.linkedin+1
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e Non-repudiation: Sender cannot deny having signed the
transaction.linkedin+1

Common digital signature algorithms in blockchain:
a) ECDSA (Elliptic Curve Digital Signature Algorithm):

o Most widely used: Bitcoin, Ethereum, and many other blockchains use
ECDSA . .geeksforgeeks+2

o Based on: Elliptic curve cryptography (ECC), which provides high security
with shorter key lengths.nadcab+1

e Advantages:
o High security with smaller key sizes compared to RSA.nadcab+1

o Faster processing and reduced resource usage.dynamic+1

o Good application performance.geeksforgeeks

o Compliant with government standards (B@)’.geeksforgeeks

ECDSA Process: (b‘
1. Key Generation: Generate a private-@key pair using elliptic curve

mathematics.linkedin

2. Signing: Use the private key t ‘Qﬁ the transaction hash, producing signature
values (r, s).learnmeabitcoj

3. Verification: Use the
transaction hash

ey to verify the signature (r, s) matches the
bitcoin+1

b) Schnorr Signatures:

o Advantages: More efficient than ECDSA; allows multiple signatures to be
aggregated into a single signature.ijrpr

o Benefits: Reduces storage requirements and improves verification speed.ijrpr
Use in blockchain transactions:

» Ensures only the owner of a private key can authorize transactions.linkedin+1

o Protects against tampering and fraud.nadcab

o Enables trustless peer-to-peer transactions without intermediaries.dynamic

Hash Chain to Blockchain

Understanding the evolution from simple hash chains to blockchain architecture is
fundamental to grasping blockchain technology.
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Hash Chain

Definition: A hash chain is a sequence of data where each element contains the hash
of the previous element, creating a linked structure.learn.microsoft

Basic structure:
¢ Element 0: Initial data + Hash,
o Element 1: Data + Hash, — generates Hash,
o Element 2: Data + Hash; — generates Hash,
e Andsoon..

Properties:

o Sequential integrity: Any change to an earlier element invalidates all
subsequent elements.learn.microsoft

o Tamper-evidence: Easy to detect modificationg.leagn.microsoft

y
e One-way linking: Can verify backward bu@}b\rward.learn.microsoft

Transaction Hash Chain t\\(b‘

rship through a series of

Transaction hash chain tracks digital asset
cryptographically linked transactions.]

Structure (as described in Satoshi moto

1. Transactiong (Alice): \Q

o Establishﬁ&e the original owner
o Contains: Trahsaction hash, digital asset ID, Alice's public key,
signature
2. Transaction, (Bob):

o Transfers ownership from Alice to Bob

o Contains: Transaction hash, hash of Transaction,, Bob's public key,
Alice's signature authorizing transfer

3. Transaction, (Charlie):
o Transfers ownership from Bob to Charlie

o Contains: Transaction hash, hash of Transaction,, Charlie's public key,
Bob's signature

Digital signatures in transaction chains:
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o Each transaction is signed with the previous owner's private

key.learn.microsoft

» Signatures prove ownership and authorize the transfer.learn.microsoft

o Recipients can verify the chain of ownership using public keys.learn.microsoft

From Hash Chain to Blockchain
Blockchain evolution adds several critical innovations:
1. Grouping Transactions into Blocks:

o Instead of individual linked transactions, blockchain groups multiple
transactions into blocks.ibm

o Each block contains a batch of verified transactions.ibm

2. Block Structure:

o Block Header: .
o Hash of previous block header (link@t%amsm)

o Merkle root (summary hash of ctions in the block)

o Timestamp (when block w$ d)

o Nonce (number used in m& of-Work mining)

o Difficulty targetextent

o Block Body: . Q
o Listof tr@ included in the blockibm

3. Enhanced Security through Hashing;:
o Each block contains the cryptographic hash of the previous block.shardeum+1

» Changing any block's data alters its hash, disrupting the entire
chain.shardeum

o This makes the blockchain immutable and tamper-resistant.scalingparrots+1

4. Distributed Network:

e Unlike simple hash chains maintained by a single party, blockchain is
maintained by a distributed network of nodes.ibm

o All nodes maintain copies of the blockchain.ibm
5. Consensus Mechanism:

o Nodes agree on the validity of transactions and blocks through consensus
algorithms.ibm
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o Prevents double-spending and ensures network integrity without central
authority.ibm

6. Merkle Trees for Efficiency:

o Blockchain uses Merkle trees to efficiently summarize all transactions in a
block.shardeum+1

o Only the Merkle root is stored in the block header, reducing storage
requirements.osl+1

Advantages of blockchain over simple hash chains:

o Scalability: Can handle thousands of transactions per block.geeksforgeeks

» Efficiency: Merkle trees enable quick verification without processing all
transaction data.shardeum+1

o Decentralization: No single point of failure or control.ibm

e Security: Distributed consensus makes attacks’q@inely difficult and

expensive.ibm R

o Immutability: Cryptographic linking \%t\%auted consensus make
historical data practically unchanggl@%;?h rdeum+1
(b, A

Consensus mechanisms are pr s that ensure all nodes in a blockchain network
agree on the current state 5& istributed ledger.geeksforgeeks+3

Basic Consensus Mechanisms

Purpose of consensus mechanisms:

o Bring all nodes into agreement in a trustless environment.geeksforgeeks

o Validate transactions and create new blocks.geeksforgeeks

e Prevent double-spending.rapidinnovation

» Maintain network security and integrity.rapidinnovation

» Enable decentralized operation without central authority.investopedia
1. Proof of Work (PoW)

Definition: Proof of Work is a consensus mechanism that requires network
participants (miners) to solve complex computational problems to validate
transactions and create new blocks.investopedia+2

History:

15


https://diplomawallah.in/
https://www.ibm.com/think/topics/blockchain
https://shardeum.org/blog/merkle-tree-in-blockchain/
https://www.osl.com/hk-en/academy/article/what-is-a-merkle-tree-and-what-is-its-role-in-blockchain
https://www.geeksforgeeks.org/software-engineering/blockchain-merkle-trees/
https://shardeum.org/blog/merkle-tree-in-blockchain/
https://www.ibm.com/think/topics/blockchain
https://www.ibm.com/think/topics/blockchain
https://shardeum.org/blog/blockchain-hashing/
https://www.geeksforgeeks.org/computer-networks/cryptographic-consensus-mechanisms-in-blockchain/
https://www.geeksforgeeks.org/ethical-hacking/blockchain-proof-of-work-pow/
https://www.geeksforgeeks.org/ethical-hacking/blockchain-proof-of-work-pow/
https://www.rapidinnovation.io/post/consensus-mechanisms-in-blockchain-proof-of-work-vs-proof-of-stake-and-beyond
https://www.rapidinnovation.io/post/consensus-mechanisms-in-blockchain-proof-of-work-vs-proof-of-stake-and-beyond
https://www.investopedia.com/terms/p/proof-work.asp
https://www.investopedia.com/terms/p/proof-work.asp

DIPLOMA WALLAH 5t Semester

o Concept first published in 1993 by Cynthia Dwork and Moni
Naor.investopedia+1

o Term "proof of work" first used by Markus Jakobsson and Ari Juels in
1999.0eeksforgeeks

o Adapted by Satoshi Nakamoto for Bitcoin in 2008.investopedia+1

Principle: A solution that is difficult to find but easy to verify.geeksforgeeks

How PoW works:

1. Transaction Broadcasting: Users initiate transactions, which are broadcast to
the network.rapidinnovation

2. Transaction Validation: Miners collect transactions and validate them to
ensure legitimacy and prevent double-spending.rapidinnovation

3. Problem-Solving (Mining):
o Miners compete to solve a cryptographic le

o The puzzle involves finding a hash t ets specific criteria (e.g.,

certain number of leading zeroS\‘b‘

o This requires trial-and-error ifferent nonce
valuesbusinessinsider+2

4. Block Creation: &

o The first miner t\@ the puzzle gets to add a new block to the
blockchain__° &

o The miner ives rewards: newly minted coins and transaction
feesbusinessinsider+1

5. Verification:
o Other nodes quickly verify the solution is correct

o If valid, all nodes update their copy of the blockchainbusinessinsider

6. Difficulty Adjustment:

o The network adjusts puzzle difficulty periodically (e.g., every 2 weeks
for Bitcoin)

o Maintains consistent block creation time (e.g., ~10 minutes for
Bitcoin)rapidinnovation+1

Key features:

o Computationally expensive: Requires significant hardware and
energy.geeksforgeeks+1
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« Difficulty adjustment: Automatically adjusts based on total network mining
power.rapidinnovation

e Incentive-based: Miners rewarded for honest behavior.businessinsider+1

o Easy verification: Solutions are hard to find but easy to verify.geeksforgeeks

Advantages:

o High security: Extremely difficult and expensive to attack (would require
51% of network computing power).investopedia+1

e Proven track record: Successfully secured Bitcoin since 2009.investopedia
o Decentralized: No central authority needed.investopedia
Disadvantages:

» High energy consumption: Requires vast amounts of
electricity.rapidinnovation+1

°
o Scalability issues: Limited transaction throughp&pidinnovation
®

o Environmental concerns: Large carbo OQB t.rapidinnovation

o Centralization risk: Large mining o @B‘ ns can dominate.rapidinnovation

Examples: Bitcoin, Litecoin, Ethereum The Merge).businessinsider+1

2. Proof of Stake (PoS)

Definition: Proof of Stake is a}@nsus mechanism where validators are selected to
create new blocks based on mount of cryptocurrency they stake (lock up) as
collateral.wikipedia+1

How PoS works:

1. Staking: Validators lock up a significant amount of cryptocurrency as
collateral

o Example: Ethereum requires 32 ETH to become a validatorledger
2. Validator Selection:

o The system randomly selects a validator to create the next block

o Selection probability is typically proportional to stake sizezebpay+1
3. Block Creation and Validation:

o Selected validator creates and proposes a new block

o Other validators verify the block's validityledger

4. Rewards:
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o Validators receive transaction fees and/or new tokens for honest
behaviorledger

5. Penalties (Slashing):

o Validators lose their staked funds if they act maliciously or fail to
perform their dutiesledger

Byzantine Fault Tolerance in PoS:

» Validators must stake significant value, making it financially infeasible to

cheat.ledger
o Malicious or malfunctioning nodes face slashing (loss of stake).ledger
o System can tolerate up to 33% malicious nodes.arxiv+1
Advantages:
o Energy efficient: No need for intensive computational work.cyfrin+1
o Lower barrier to entry: Don't need expens1ve . 'Qg hardware.cyfrin
o Faster transaction finality: Blocks ca @ ted more quickly.cyfrin

o Encourages holding: Validators mus tokens long-term.cyfrin

Disadvantages:
o "Rich get richer": Those witk@;e tokens have more validation
opportunities.cyfrin

« "Nothing at stake" } Qm: Validators might validate multiple chain
forks.cyfrin

o Less battle-tested: Newer than PoW.cyfrin
Examples: Ethereum (after The Merge), Cardano, Polkadot.wikipedia+1
3. Delegated Proof of Stake (DPoS)

Definition: DPoS is a variation of PoS where token holders elect a limited number of
delegates (block producers or witnesses) to validate transactions and create blocks
on their behalf.developcoins+1

How DPoS works:
1. Voting:
o Token holders vote for delegates using their tokens
o Voting power is proportional to stakedevelopcoins

2. Delegate Election:
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o Delegates receiving the most votes become active block producers
o Typical networks have 21-101 active delegatesdevelopcoins
3. Block Production:
o Elected delegates take turns creating blocks
o Block production follows a predetermined scheduledevelopcoins
4. Accountability:
o Delegates can be voted out if they misbehave or underperform
o Continuous voting ensures accountabilitydevelopcoins
Advantages:
» High scalability: Fewer validators enable faster consensus.risein+1
o Energy efficient: More efficient than PoW and traditional PoS.risein
o Democratic: Token holders have a voice in go&é&ce.developcoins
o Flexible: Easy to change validators thr% 11.1g.developcoins
O

Disadvantages:

o More centralized: Fewer validat an PoW or PoS.risein+1

o DPotential for collusion: Sm ber of delegates could
collude.developcoins Q

« Voter apathy: Low I ipation can concentrate power.developcoins

Examples: EOS, TRON, ares.developcoins+1

4. Practical Byzantine Fault Tolerance (PBFT)

Definition: PBFT is a consensus algorithm designed to work efficiently in
asynchronous systems and tolerate Byzantine faults (malicious or faulty
nodes).sciencedirect+2

Byzantine Generals Problem:

A metaphor for the challenges in distributed systems where some participants may
be unreliable or malicious. Generals surrounding an enemy city must agree on a
unified attack plan, but some generals may be traitors.geeksforgeeks

Solution: PBFT allows reaching consensus if strictly more than two-thirds (>66.6%)
of nodes are honest. With 3m+1 total nodes, the system can tolerate up to m faulty
nodes.arxiv+1

How PBFT works:
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1. Pre-prepare Phase:
o A primary node (speaker) is selected (often randomly or in rotation)
o Primary receives transactions and creates a new block
o Primary sends pre-prepare message to all replica nodessciencedirect
2. Prepare Phase:
o Replica nodes (delegates) validate the block and transactions
o If valid, each node broadcasts a prepare message to all other nodes
o Nodes collect prepare messagessciencedirect
3. Commit Phase:

o When a node receives >66.6% matching prepare messages, it
broadcasts a commit message

o Nodes collect commit messagessciencedigét>

4. Execution: \Q'
o When a node receives >66.6% m'}&g commit messages, it executes

the transaction and update%;‘@iger

o Blockis added to the blo inarxiv+1
Advantages:
o High throughput: No utatlonally expensive mining.sciencedirect

o Energy efficien %vo odt-of-work required.sciencedirect
o Low latency: Faster fmahty than PoW.sciencedirect
o Deterministic: Provides guaranteed finality.sciencedirect

Disadvantages:

o Scalability limitations: Communication overhead increases with node count
(O(n?) messages).sciencedirect

e Requires known participants: Best suited for permissioned
networks.oracle+1

e Vulnerable to Sybil attacks: If used in permissionless networks.sciencedirect
Variants:
o Federated Byzantine Agreement (FBA): Used by Stellar

e Multi-entry PBFT: Combined with DPoS for enhanced
performanceieeexplore.ieee
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DIPLOMA WALLAH 5t Semester

Examples: Hyperledger Fabric, Zilliga, NEO.sciencedirect+1

Summary of Key Concepts
This unit covered the foundational concepts of blockchain technology:

1. Historical Evolution: Traced the journey from early digital money attempts
through Bitcoin's innovation to modern distributed ledger technology.

2. Design Primitives: Explored the fundamental building blocks — protocols for
communication, security through cryptography, consensus for agreement,
permissions for access control, and privacy techniques like zero-knowledge
proofs.

3. Blockchain Architecture: Examined the layered structure from hardware
infrastructure through data, network, and consensus layers to applications,
along with core components like nodes, blocks, transactions, and
cryptographic hashes.

4. Cryptographic Primitives: Detailed hash fuhctiohs and digital signatures
(especially ECDSA) that provide securityy, intégrity, and authentication in
blockchain systems.

5. Hash Chain to Blockchain: Undefstood the evolution from simple linked
hash chains to the sophisticategdhblockchain structure with Merkle trees,
distributed consensus, and-enhhanced security.

6. Consensus Mechanisgis; €ompared major consensus algorithms — Proof of
Work, Proof of Stake, Bélegated Proof of Stake, and Practical Byzantine Fault
Tolerance — each With unique trade-offs in security, efficiency, scalability, and
decentralization.

Practice Questions

Question 1: Explain how cryptographic hash functions ensure the immutability of
blockchain. Include the role of the "avalanche effect" and "collision resistance" in
your answer.

Question 2: Compare and contrast Proof of Work and Proof of Stake consensus
mechanisms. Discuss their respective advantages, disadvantages, and examples of
blockchains using each mechanism.
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